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Abstract

The need to be competitive in a fast-changing global job market will likely lead to an
increased demand for “just-in-time” educational experiences. Parallel to developments in
the medical sector with virtual patient records, the paper presents a model for storing and
managing educational data gathered along a lifelong learning journey, such as transcripts,
artifacts, and performance analytics. Using the concept of Social Linked Data (“SOLID”),
the learners instead of the educational institutions would have sovereignty over their own
data, while transactional fingerprints would be used to guarantee data integrity using a
federated blockchain.
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1. Introduction

In August 2020, participants from Austria, Germany and Switzerland discussed the features
and properties of a Next Generation LMS in a workshop organized by CampusSource, the
research focus project D2L2 at FernUni Hagen, and ETH Zurich. A strong emphasis was
put on nontraditional, lifelong learners, who carry their own data from institution to
institution, where they “plug into” the local campus systems. The issue is going to gain in
importance, as even traditional universities increasingly aim to attract these migrant
learners (Gartner, 2021). This paper proposes a corresponding user model as one of two
large-scale models needed for a Next Generation LMS. The second model is for the
handling of educational content resources, which needs a separate effort and will not be
discussed here.

2. Status Quo

Currently, learner data are highly distributed, duplicated, and redundantly stored: academic
records are traditionally held by the respective institutions that the learner attended. Within
those institutions, some data are in institution-wide databases, while other data are stored
in particular learning platforms like course management systems, and they are frequently
associated with particular courses (Kortemeyer, 2017). The result of the status quo is a lack
of verifiability, coherence, and personal, user-centric data sovereignty (“data self-
sovereignty”) of educational data.

2.1 Verifiability and Sustainability

Users usually receive paper copies of their certified transcripts (showing earned course
credits) and degrees (which admittedly look decorative when framed), and they need to
make photocopies or scans of those documents to transmit their credentials to other
institutions or potential employers. Not surprisingly, fraud abounds, particularly in an
increasingly global education and work space. In fact, there are several companies with
names like phonydiploma.com, diplomacompany.com, and diplomamakers.com, who
openly advertise services to generate fake transcripts and diplomas; the authors did not try
to employ these services (or so they say), so no guarantees regarding their efficacy can be
given.

To provide higher levels of verifiability, several efforts are underway:

+ A growing number of institutions offer proprietary mechanisms to make authoritative
versions of academic data available to others. These “callback” mechanisms create a
token, that can be used by other educational institutions or employers to retrieve the
record directly from the source (as verified by the underlying Transport Layer Security
(TLS)).
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+ Other approaches store a hash (“fingerprint”) of the institution-provided PDF
documents (not the underlying structured data per se) in an independently verifiable
way (e.g., SWITCHoverify, 2021, and TrustCerts, 2021).

* Yet other approaches market the ability for institutions to generate their diplomas,
certificates, and transcripts in a verifiable electronic format (e.g., Hyland, 2021), which
goes back the Digital Certificates Project (MIT Media Lab, 2015).

In all of these examples, the credentials need to be verified through third parties, either the
issuing institution or other “notarization” entities; an open question is what to do when this
verifier vanishes — a lifelong learner requires decades of stability. This is outside the control
of the learner, as the mechanism used depends on the issuing institution.

Finally, there are end-to-end confidential data like letters of recommendation for
scholarships, awards, and potential employers. A unique feature of these data is that the
learner should be able to manage the distribution of these letters, but not be able to see
their content. Waving the right to read these letters is often expected by authors (who could
otherwise simply refuse to write a letter) and recipients (who put much higher weight on
letters with the “waiver”). The letter may also not be replaced with a (potentially) more
favorable one. A small sector of industry has developed around managing the workflow of
soliciting and distributing these records, for example Interfolio (Interfolio, 2021).

2.2 Coherence

The learner leaves behind a breadcrumb trail of educational data across platforms and
institutions, which — due to data protection laws — the prior institutions might even need to
purge after certain amounts of time. In addition, due to political or financial instability,
educational institutions can vanish over the lifetime of a learner.

Besides transcripts and degrees, there are transactional data (e.g., clickstreams or
formative assessment results) from learning platforms, which can be useful for
recommender systems, analytics, and quality control. Before making these data useful,
they frequently need to be extracted, processed, and compiled from various sources. In any
case, as these data are scattered across platforms, no one platform “gets to know” the
user.

While a perfect human tutor or mentor would accompany a learner over an extended
amount of time and get to know him or her, the status quo is that any kind of Al-mentor
would be rather scatter-brained and frequently suffering from memory-loss.

2.3 Self-Sovereignty

Currently, the learner basically has very little control over his or her data, i.e., lacks
sovereignty. The main idea behind the user model presented here is that the learner’s
educational experience is one contiguous, lifelong journey, and that the data gathered
along the way gets added to one continuous transcript (“ledger”) of achievements, credits,
certifications, and degrees, and that the user builds up learning analytics data which
enables him or her to take better advantage of each station along the educational journey.
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These data should be under the control of the user, i.e., he or she should have data self-
sovereignty, except in areas where limitations to that control are in his or her advantage to
establish trust.

2.4 Being a Lifelong Learner

As a result of these challenges, being a lifelong learner is a cumbersome endeavor, as one
needs to get just-in-time training and education from a variety of institutions, and needs to
proof those credentials to one’s current or potential employers. In the social media realm,
some commercial companies are stepping in to give users some way of consolidating
credentials and experiences, most notably LinkedIN, which offers brokerage of continuing
education and certifications (LinkedIN Learning, 2021) — currently from mostly non-
traditional institutions. Targeting more traditional institutions, the concept of a Lifelong
Learning Passport was developed (Gréather et al., 2018) — the user model presented here
takes a related approach.

3. Players

There are several players to consider when building a user model:

+ User: this is a lifelong learner, who carries his or her data from educational institution
to educational institution, and who makes data selectively available to the other
players.

+ Federated platform: federated systems in which users and content interact with each
other as part of educational experiences.

+ Federated educational institution: a school, college, university, or training program,
which would be member of some larger federation. On an administrative level,
federation members acknowledge course credits and certifications (subject to mutually
agreed-upon pairwise equivalency rules). On a technical level, the federated
institutions build on a common infrastructure.

- External educational institution: an educational institution that is not federated, but
which a user might want to apply to, and where a user might participate in educational
experiences.

+ External stakeholder institution: a non-educational external organization as a
“consumer” of educational data, for example a potential employer, a scholarship
organization, or some other funding agency.

+ External stakeholder user: a person, system, or employer who contributes additional
educational data or artifacts, such as letters of recommendation, internship
evaluations, reviews, etc.

+ Service providers: these may be external providers of data storage or cloud
computing, including third-parties running campus IT systems, etc.
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4.

User Data

A user accumulates the following kinds of education-relevant data:

Personal data: name, date-of-birth, basic demographics, student ID number or
numbers (some countries like Switzerland have lifelong student IDs), etc. These data
needs to be disclosed or opened up in whole or in part to any other player that the user
interacts with.

- Certified transcript data: academic credentialling, for example course credits or

degrees. Currently, these data need to be transferred between educational institutions,
where “the next chapter” of the learner’s education is written (as evidenced by terms
such as “transfer student” or “transfer credit”), but in principle, this is one continuous,
ledger-like record of the learner’s accomplishments.

+ Transactional data: data routinely produced while interacting with learning platforms,

which are potentially useful for personalization and guiding of learning (Kortemeyer &
Dréschler, 2021), analytics (Verbert et al., 2013), and content metrics (Kortemeyer,
Dréschler, & Pritchard, 2014). This is where the system “gets to know” the user.

Portfolio data: a collection of artifacts generated during educational experiences,
such as presentations, posters, artwork, compositions, videos, CAD-files, etc., which
may be useful for applying for admission to other educational institutions or
employment.

End-to-end confidential data: Letters of recommendation, reviews, and the like,
which a user needs to hand over from the author to the recipient without him- or herself
being able to see them or to switch them out.

All of these data will need agreed-upon data formats, which is going to be a challenge that
is outside the scope of this user model. It is clear, though, that these will need to be
structured, clear-text data formats (which could be represented for example in JSON) with
possible binary attachments (e.g., images, PDFs, etc.).

5. Transactions, Risks, and Trust

The next stage would be to define transactions for different types of data to be stored,
retrieved, and processed by the players, mediated by the Next Generation LMS. An
allimportant ingredient in these transactions is trust to mitigate risks.

In our proposed user model, the default trust relationship between players is “trust nobody”
— we have to assume that by default, any player might manipulate, fabricate, omit, or abuse
data. Short of chiseling the data on stone tablets and physically locking them up in a Swiss
bank vault, and any transaction only happening in person with proper identification and
witnesses, we would then need to define who must trust whom for particular transactions,
and how to ensure that this trust is justified. In analogy to a firewall, we need to start with
“block everything” and then selectively open up, rather than “allow everything” and
selectively block.
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Table 1 shows some use cases, as well as the associated transactions and necessary trust
relationships. This table would need to be extended, and it will evolve over time.
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Use case

User completes
acourse at a
federated institu-
tion, gets credit
and a grade.

User applies for
a degree pro-
gram at a feder-
ated institution
and needs to
provide tran-
script.

User is taking a
course at a fed-
erated institution
and generates
analytics-relev-
ant data.

User is taking a
course at a fed-
erated institution
and asks for re-
commendations
or remedial inter-
ventions.

User applies for
a degree pro-
gram at a feder-
ated institution
and needs to
provide an end-
to-end confiden-
tial letter of re-
commendation.

Transaction

Institution adds an
entry to the continu-
ous transcript of the
user.

Institution reads the
continuous transcript
of the user.

Institution adds click-
stream and formative
assessment data to
user’s transactional
data repository.

The LMS at the insti-
tution combines con-
tent usage data (“dy-

namic metadata”) and

user transactional
data to make recom-
mendations or con-
struct learning paths.

User selects the let-

ters he or she wants
to submit and makes
them available.

Risks

User manipulates
entry; entry does not
get added correctly
and user loses cred-
it.

User delivers manip-
ulated transcript,
e.g., modifies, adds,
or hides entries.

User is unable to un-
derstand the data
that is collected and
unable to gauge the
consequences of
these data on future
learning experi-
ences.

User transactional
data becomes pub-
lic; user cannot re-
construct decision
processes and po-
tentially misses out
on learning oppor-
tunities; user is sub-
ject to Al-prejudice.

User can read or
manipulate the let-
ter; the letter be-
comes public.

Trust

User gives
the institu-
tion ap-
pend-ac-
cess to his
or her tran-
script.

User gives
the institu-
tion read-
access to
his or her
transcript.

User gives
the institu-
tion write-
access to
his or her
transac-
tional data
repository.

User gives
the institu-
tion read-
access to
his or her
transac-
tional data
repository.

User gives
the institu-
tion open
read-ac-
cess to the
letter.

Table 1: Use case, transactions, risks, and trust relationships
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6. Technologies

The user model presented here is a tall order. Fortunately, there are some existing
technologies to possibly enable implementation. The technologies listed here are the ones
explored for the prototype of openLCMS, which is a project at ETH Zurich.

6.1 OpenlID Connect

When dealing with different players, first of all their identities need to be verified. A highly
promising technology is OpenlID Connect (OpenID Connect, 2021), which builds on the
popular OAuth (OAuth, 2021). OAuth 2.0 is foundational to the increasingly-adopted
SWITCH edu-ID (SWITCH edu-ID, 2021), which provides lifelong educational identity
management for Swiss educational institutions. OpenID Connect is already in use for the
ambitious SwissID project (SwisslID, 2021). There are some open questions about the
privacy of OpenID Connect, which are currently being researched and addressed at ETH
Zurich (Hammann, Sasse, & Basin, 2020). Also, the interplay with the concept of
decentralized identities needs to be further explored.

6.2 Social Linked Data

Social Linked Data (SOLID) is a concept of storing data with the user instead of the
application or service, under the control of the user (Mansour et al., 2016; SOLID Project,
2021). The user gets to choose which data they release to which platforms, i.e., the user
has self-sovereignty over his or her data.

In particular, learner data would not (at least not permanently) be stored in the Next
Generation LMS. The user would need to provide their own data “pods,” in which his or her
data are stored. Pods can be hosted anywhere on the web under the control of the user; in
particular, companies offer hosting of “pod space,” but this function could also be carried
out by non-profit organizations or tech-savvy users themselves (e.g., from a server in their
basement).

SOLID is not so much a “technology,” since it relies on standard webserver functionality, but
rather a philosophy with associated protocols. It is key to the user model proposed here,
but for the user, it is not limited to that — they could also use their pods to plug into online
stores or social media, if the associated applications or services talk SOLID. On the
SOLIDified web, the pods are the users, with which they would buy groceries and take
courses. Considering the next generation of learning management systems, when a user
applies to or enrolls at an institution, he or she makes their own educational data selectively
available, and the platform would start interacting with the data inside the pod.
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Authentication and identity management in SOLID is handled using OpenID Connect. The
possible creation of fake identities (particularly problematic in countries like Germany where
some exams can be “failed for life”) will need to be addressed at this level, in the same way
as it is increasingly addressed today. Data access authorization is handled within the data
pods and thus under the control of the learner.

SOLID provides some data formats, but mostly aims to develop application-specific formats
as a community effort, using the concept of “vocabularies” (SOLID Vocabularies, 2021). For
educational data, a new vocabulary (basically an ontology) would need to be developed.

Unfortunately, only the personal and portfolio data are immediately compatible with the
SOLID concept: personal information falls into the realm of OpenID Connect, and portfolio
data falls exactly into the class of data that SOLID was designed for: identifiable, non-
confidential, and usually not subject to fraud short of plagiarism. For other types of
educational data, however, the control of learners over their data — also in their own interest
— needs to be limited: some of it they should not be able to modify themselves (e.g., bestow
a Ph.D. on themselves or change their grade in Calculus 1), and some of it they cannot
even see (e.g., end-to-end confidential letters of recommendation). Thus, the user should
only have control over who can access their data and how, but not necessarily over the
content of the data. Other technologies need to be used to accomplish this apparently
impossible feat: establish trust in an inherently untrustworthy environment. Particularly with
a server in their own basement, learners could otherwise easily read and manipulate
anything.

6.3 Federated Blockchain

To establish trust, the second key technology in this user model is that of a federated
blockchain. Combining Personal Data Storage and blockchains has been suggested
previously (e.g., Yan, Gan & Riad, 2017) to serve as “notary,” Blockchains are usually
associated with cryptocurrencies, energy-consuming Proofs-of-Work, and global entities
like Ethereum (Ethereum, 2021), but none of that is needed here; a federated blockchain,
for example using Hyperledger Fabric (Cachin, 2016), and simple Proof-of-Stake will do.

Educational institutions would be the peers in this federation, each holding copies of the
blockchain. While “federating” a number of schools, colleges, and universities might seem
like herding cats, in a small country, like for example Switzerland, with mostly non-
competing institutions, this just might be possible. While on the one hand, at least initially,
there might be too few peer nodes to form a minimum effective blockchain, on the other
hand, initially mutual distrust among institutions might not yet be an issue.

It is important to emphasize that not all educational institutions that a learner visits need to
be part of the federation; actually, that would be illusionary. Thus, the list of “Players” in
Section 3 includes external educational institutions. It is crucial, however, that there is a
trust relationship between the external player and the federation: the external institution
would need to trust the federation to guarantee (“notarize”) trustworthy records, and the
federation would need to allow the external institution to register and record transcript data.
This, however, is no different from current trust relationships when it comes to accepting
transfer credit or conducting study abroad or study away programs.
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The learner’s transcript itself should not be in the blockchain, since not all peers in the
federation should have access — that access would be selectively granted by the learner
(as expected by the SOLID paradigm). Instead, the blockchain stores the fact that a learner
received a new transcript entry and the cryptographic hash of that entry.

Table 2 shows an example of a simplified transcript for a user Carlos, as it would be stored
in his data pod. In a real application, institutions and users would have unique IDs, and
data might be structured rather than in table format, and it may have attachments, such as
a PDF version of certificates. As in a ledger, the entries are time-ordered, where later
entries supersede earlier ones. For example, in Table 2, the 2000 grade in “Intro to Biology”
replaces the failing 1999 grade. However, just like in normal transcripts, past entries are
never deleted.

The entries in this transcript have IDs, and the user-ID and hash of the entries (including
possible attachments) are stored in a blockchain, which is hosted by the federated
institutions; Table 3 shows an example. Thus, at any point in time, all federated institutions
can verify the correctness and completeness of a transcript which a learner made available
to them, but cannot see or reconstruct a transcript that the learner did not give them access
to. The mechanism is robust against an institution dropping out of the federation.

In order to attend an institution, the learner also must give that institution the right to add to
his or her transcript, at which point also new entries are added to the federated blockchain.
The requirement of “write permission” might be perceived as an infringement on data
selfsovereignty, but it is necessary particularly in countries and university systems where
examinations can be failed “for good” — the completeness of the record needs to be
guaranteed for better or worse. In a variation or extension of the user model, whenever an
entry gets added, the current blockchain could be copied to the user’s pod — this would, in
principle, allow every user for themselves to verify their own transcript and the integrity and
completeness of the blockchain (in case they do not trust the federation).
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Transcript of User Carlos

EntrylD

3125412

3242414

4243217

4331412

5541594

6415042

8435235

Time

03.05.1999
23:55

10.12.1999
15:55

10.12.1999
15:58

04.05.2000
16:40

05.05.2002
09:13

08.12.2002
15:58

08.12.2002
15:58

Insti-
tution

Bob
Col-
lege

Alice
Col-
lege

Alice
Col-
lege

Alice
Col-
lege

Alice
Col-
lege

Charlie
Uni-
versity

Charlie
Uni-
versity

Type

Course

Course

Course

Course

De-
gree

Course

Course

Code

MAT103ss99

FS99_BIO101

FS99_BIO131

SS00_BIO101

BScBio

F2002eng503

F2002phy560

Name

Cal-
culus

Intro
to

Bio-
logy

Cell
Bio-
logy

Intro
to

Bio-
logy

B.Sc.
Bio-
logy

Bio-
chem-
ical
En-
gin-
eer-
ing

Ther-
mody-
nam-
ics

Table 2: Simplified example of a transcript, stored in the data pod
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Cred-
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Grade

4.0

1.0

4.0

3.0

3.27

2.5

3.0
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EntrylD User Hash

3125411 Frank g45pxquiRs41f4qq
3125412 Carlos tD4h9qH43K4RY17b

3125413 Erin Se7p98e41J485122

3242414 Carlos r4dGxq8LFs4bf47b

6415042 Carlos ulh8q63p5R1vn707A

Table 3: Blockchain with hashes of the entries in Table 2.

6.4 Encryption

If authors could be expected to own data pods, confidential recommendation letters would
most easily be stored with them. A mechanism would then need to be implemented for the
user to release the letter to others. However, such a mechanism would be very much in
conflict with the philosophy of SOLID to control one’s own data: both for the user, who
could for example not delete the letter, and for the author, who would need to grant another
user the right to release data from his or her own pod — rightly so, SOLID has no protocols
for that.

Thus, to stay within the philosophy of SOLID, the letter should be inside the pod of the user,
but undecipherable and unalterable for him- or herself. In keeping with SOLID, the user can
selectively grant access or even delete the letter, but without knowing its content. That pod,
however, is pure data storage with access control; it cannot carry out any computational
tasks, like for example establish encryption keys — and even if it could perform encryption
computations, one could not trust the results, since the pod is completely under the control
of the user.

As a consequence of these limitations, encryption needs to be handled by the learning
management system. Having only one actor as a central clearinghouse means that a lot of
trust has to be bestowed on this platform, but also that it makes no sense to deploy overly
complicated encryption mechanisms. The process clearly has vulnerabilities, for example
the user somehow managing to send the letter to themselves, but this is similar to the
vulnerabilities of currently deployed systems.
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7. Discussion

The model differs from the Lifelong Learning Passport in two ways: all data is stored with
the user, and there is no third party as certifier, as the federated institutions themselves run
the learning management system and associated blockchain. A weakness of this model is
that it requires a federation to be implemented, and any SOLID pod established by learners
will likely be the first one they own — not unlike the concept of the Lifelong Learning
Passport, it may take some explaining to bring about such a paradigm change, and at least
initially, the pods may need to be hosted by a not-for-profit in purely educational context.
However, if the concept of SOLID takes root, service providers will spring up — in the 80s, it
took effort to get an email address, while now a new address can be established in
minutes.

Most institutions already run some traditional course management system, as well as an
ecosystem of historically grown databases, back-office applications, and web frontends. In
some universities, these decades-old databases represent billions of dollars in tuition
investments. Generally, these systems, some of them implemented in COBOL on System/
370 mainframe emulations, are highly robust and reliable. All of this existing infrastructure
is designed around the paradigm of local and proprietary user data storage. There is no
way to move to the model presented here from one day to the next. Thus, the switchover
would have to happen gradually, where the identity management and data pods are first
emulated locally or by a trusted provider. Also, data destined for pods might have to be
mirrored for a while as a fallback.

Another concern is that the learners themselves might be overwhelmed by managing the
plethora of data presented in Section 4. Currently available interfaces to SOLID pods
(SOLID Tools and Libraries, 2021) at times appear to be more geared toward developers
than actual users, however, it is expected that common usage paradigms across domains,
including online shopping and social networking, will develop.

The user model, as well as a content model, are currently being prototyped within the
openLCMS project at ETH Zurich. The hope is to have open-source prototypes in place by
2023.

8. Conclusions

The changing reality of our global society in general, as well as workplaces and higher
education in particular, due to digitization may demand a new model of what a user is. This
proceedings paper of the workshop Next Generation LMS attempted to outline approaches
for supporting lifelong learning journeys, giving learners control and sovereignty over their
various forms of educational data — which is the necessary consequence of one of possible
futures of our understanding of personal data. Several of the necessary technologies are
already in place, and connecting them is an engineering effort, but deploying this model will
require a political effort.
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